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An Integrated Approach to Electronic Records Management: 

Knowledge and Skill Set Training at a State Agency
Introduction. Just a few months ago, I spoke in San Francisco at the SAA conference about how I’ve adapted my vision of myself as an archivist over the past five years. Instead of being the “doer” in my archives – doing everything from accessioning to reference – I have become a “user” – using people at my institution to do my work with and for me. In less self-seeking terms, I am engaging future archives users in order to help manage my workload. I strive to continually find ways to direct other non-archivists at my institution on how best to complete or collaborate on archival work. 
At that conference, I discussed how I have helped staff members at my institution learn to do some (or most!) of the work related to all main areas of archives themselves. Today, I am going to focus on electronic records, and how I have attempted to impart to our staff the knowledge and skill set needed to effectively manage their own electronic records. I primarily teach them good electronic recordkeeping skills, but my training is based upon a fundamental understanding of records and the recordkeeping responsibilities of state employees. I will explain how I came to develop this integrated approach to electronic records management, and why it works best for my particular agency.  
Finally, I’m going to talk about how my role has changed within the institution, as a direct result of developing an electronic records management training session for staff. This change was the most unexpected outcome of this whole process, but I believe it will prove to be the most beneficial. 

Paper Based Corollaries. I think it’s important to first give you a few examples of how I have successfully integrated my “user” philosophy into more traditional, paper-based archival processes. Archivists are often reminded that appraisal is more of an art than a science, and that the ability to successfully appraise records is what makes us archivists and everyone else non-archivists. I think that some parts of that statement are true, but I also think that it's foolish to believe that only a "trained" archivist can determine the relative value of a record or a collection. When I walk into someone else's office, I will be the first one to admit that they know the value of the records in their filing cabinets and computers much better than I do. What I offer to them is a different kind of knowledge – the notions of legal, historical, and administrative value, of context, content, and format – and together we determine the importance of the records they create and maintain. 
As a state agency, we are mandated to implement a successful records management program, which is an absolute blessing in disguise for me, and it’s through the management of current records that I most successfully network, collaborate, and work with all of the museum staff. When it comes time to transfer files to the archives, I strongly encourage staff members to do the boxing, filing, pre-sorting, labeling, indexing, and organizing themselves. I answer any questions they may have and I make suggestions along the way, but they generally do the work. I adapted the state library’s records management forms so that the language is more user-friendly and less full of archives-speak. Many staff members simply make up their own forms and lists as well, so there is little unity when it comes to the format and organization of the transfer forms, but that in no way makes the forms less useful – the content is what I’m after, and that then takes on the form most useful to a particular department. 
I encourage all staff members to read and understand disposition schedules and I created a records flowchart for them to keep at their desk to begin to reason out which records are kept temporarily, which are kept permanently, and why. I also encourage interested staff members to fill out their own paperwork for records destruction. Of course, I always double-check any destruction forms that I don’t fill out, and I personally manage the physical destruction of the records in order to keep the legal burden on myself and not on staff members that are not fully trained in records management. But once staff members start filling out the paperwork themselves, I have found that they are much more proactive about starting the records destruction process, and they are the least resistant to destroying appropriate records in a timely manner. Most importantly, this increased cooperation and work sharing makes more staff members aware of how efficient records management diminishes legal liability, identity theft, and overall risk regarding personal and sensitive temporary information. 
Lack of Formal Training. While I was quite pleased with how much archival work sharing was going on with our paper records, I knew that the situation was quite different for electronic records. Additionally, we had no formal, consistent staff training on managing public records in any medium. Then in 2006, our Governor passed an initiative to generally curb identity theft, which lead to a new law that mandates the timely destruction of records containing personal identifying information. The task of educating the staff about this change gave me the perfect opportunity to develop an electronic records management class for staff which encompasses all kinds of records management issues, including definitions of public records, destruction of public records, and FOIA, among other things. While I had worked with many departments over the years on these topics, this was the first chance to teach general records management skills and knowledge on an agency-wide scale and to really begin the process of actually managing our electronic records on a consistent and effective level, rather than just talking about it. Better yet, our Risk Management department decided that the training would be mandatory for all museum staffers, as I knew that if training was optional, attendance would probably be pretty low. 
Developing ERM Training – Challenges. To be sure, I was completely overwhelmed by the task of developing my own electronic records management presentation. I spent several days ranting in my office about how NARA was spending billions of dollars on electronic records while I was asked to solve the problem for my agency in a matter of months. Once the hysterical phase passed, I decided to outline my personal and agency strengths and weaknesses to help determine what kind of program to develop. 

I was faced with several key challenges. The first was that I’m a lone arranger and really only a part-time archivist, since I am also the Assistant Librarian at the museum. While I have many archival colleagues in my city and my region, there is no other institution like us in the state – there are three other museums, but they are not large art museums, and they also do not have archives – which makes a great deal of our record types unique. The second challenge was that at the time, the state library and archives did not have an electronic records management training program for state agencies to adapt for their own use. Especially as a lone arranger, over the years I had come to rely upon their records management products for those of us running programs with extremely limited resources. The third challenge was funding, or complete lack thereof. The state had recently entered into an open procurement contract for an electronic document management system, but we did not have, and will not have, funding for such an expensive solution. Rapid changes in technology though, as Ciaran mentioned, is a very compelling reason for why my choice to go with a non-technical solution should continue to serve my institution well into the future. 

Developing ERM Training – Assets. While I did have several challenges to meet, I also had a number of assets on my side. The first was that as an archivist at a state agency, I was forced to develop this program in response to changing legislation – legislation that in turn was responding to important societal shifts and changes. The reality is that I knew electronic records management was a problem at our institution, but the overwhelming task of trying to tackle it had been enough to keep me from doing anything about it. The second asset was actually the tension that has existed for years between the creation and maintenance of collections-related information, and the creation and maintenance of business information. Trying to enforce retention schedules for non-business information had always been a challenge for me, but I realized that if I used a more distributed model of applying retention statements, the logic behind such decisions would become more transparent and therefore easier to follow. 

The third asset was our institutional approach to access to our documents. Last year, I inquired on the SAA Museum Archives Section listserv about what other museum archives were doing as far as imposing restrictions on what they deemed “current” documents. I was not surprised to find answers ranging from restrictions of 15 to 50 years for director’s papers and curatorial records, and even permanently sometimes for trustee records – but they are all private institutions. Our access policies, like those of the National Gallery of Art – the only public museum that responded to my query – are based on the content of the information, not its age. Our staff had been well versed in the concept of content-specific access, and they would have very little learning curve when it came down to understanding how to determine the differences between public and non-public records based upon the actual information contained within an electronic document. 

My biggest asset of all though, was, and continues to be, my trust in our staff. I now begin each electronic records training session by confessing that the informal feedback so far has been that “I’m scary.” Now, I personally don’t think there’s anything all that scary about me. I also don’t think it’s when I tell them that they can go to jail for up to five years if they intentionally destroy public records – I just say that to get their attention! I think it’s when I tell them that they are the ones that must start to manage their own electronic records that hearts really start to race. Even though I remind them that I am here to train them and counsel them, they really begin to understand that the job will be theirs alone – and now I need to trust them to either sink or swim. My guess is that many archivists would have a hard time with this idea, yet days or weeks later, many people come and find me to let me know that they followed my advice and cleaned up their inboxes, archived their mail, and/or created subject and date folders for electronic records. 

All of the challenges and assets outlined above are what led me to the conclusion that an integrated knowledge and skill set training for our staff was the answer. An expensive, top-down, technological product managed by a half-time archivist would not solve any problems; it would just migrate poor recordkeeping practices into a new system. So what knowledge do I actually share? What skills do I actually teach? I help our staff become aware of and understand the Virginia Public Records Act, and the Virginia Freedom of Information Act. We talk about employee responsibilities for handling public records. They learn how to distinguish between public records and non-public records. They learn how to read retention schedules and use a flowchart to help determine record types. We discuss the process for destroying public records, in both paper and electronic format, and in a timely fashion. We go over good electronic recordkeeping practices, including file naming tips, and storage media options. Finally, they spend a great deal of time learning about email management, including mailbox organization and archiving options.  
An Archivist’s Changing Role. When I was hired at the museum, I was not formally trained as an archivist; I didn’t even have my masters degree yet. I attended the Modern Archives Institute in 2004, and while the training was invaluable, electronic records was not even on the agenda. When I received my masters degree in library science in 2006, I couldn’t take any archival courses, as they weren’t offered for my particular program. I am also not a computer expert, and have never had any formal IT training. Everything I’ve learned about records management and electronic records management in particular is partly from state or regional continuing education opportunities but much more from working at my agency for five years. My electronic records solution was prompted by state regulations, but it was based on our staff, their abilities, and our IT capabilities both now and in the future; it was not based upon any pre-existing program at another institution, or learned in any one classroom. 
The knowledge and skill set that I teach our staff is not very advanced, nor should it be in my opinion. I’m sure that I don’t even have many of the skills that students coming out of the DigIn program possess, and that’s because for many institutions similar to mine, electronic records management is not about technology. I rely on our IT department to be the expert in that arena. The difference is that I am now participating in the conversations about electronic recordkeeping at the agency level, including information policy, intellectual property, and technological solutions for information sharing, storage and management. Since developing this training, I now have a seat at the table with the head of IT and the head of Risk Management when it comes to discussing these issues. This is a really positive step in the right direction, and one that came about both because I continued to horn in at that table, even when not invited, and because the personnel at those levels were open-minded enough to eventually include me and value my opinion and specialized knowledge. This cooperation has been beneficial to both groups and follows Ciaran’s observation about how electronic records issues often serve to break down professional barriers.
Conclusion. The staff electronic records management training has helped our institution come a long way towards effectively and efficiently managing our electronic records, but we haven’t solved all of our problems yet by any means – data migration and digital asset management are two lingering, important issues for example – but we are making great strides.
Right now, I am serving on the advisory group for another new exciting transition as we implement our first institutional intranet this month. This will yet again change the way our staff creates and maintains electronic information. I think it will be a wonderful collaborative tool and I’m thrilled because it transparently integrates many electronic recordkeeping functions into staff workflow – versioning, archiving, auditing, etc. At the outset, that may seem like a purely technological solution to the problem of redundant information systems and processes. However, as much work as the software performs on its own, there is still an extremely important layer of knowledge and skills that must be applied at the human level. Permissions and security levels will be determined by staff members in various departments, who will all need to understand the implications of these decisions, made with a simple mouse-click. Just as important, staff members are the ones who will be making the day-to-day decisions about which types of information to place on our intranet, so I know that soon my success in teaching our staff the tools they will use to make decisions about access to sensitive information will be tested. That’s when I hope to find out once again that the collaborative environment I have been trying to create to manage the museum’s records together is really working.  
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